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Stabilirea unui timp
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Adaptive Threshold Puzzles
Dificultate adaptata fiecarui
« NS, t_, k_ »/i i

client
- 1 #
NS 3! 456# T o
t,3 ™o By
k.3 | o

**

k. = [k *log,(P_/P,.)]



SSL cu Threshold Puzzles
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Detectia euristica a atacurilor DoS
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Detectia euristica a atacurilor DoS

S & ; 1 & & & &

$$ S $

SSO-SENSE
bore 7




O4&

1

& #

Single Logout

Single Sign-On
and Federation

Furni

Zor d |

identitate

Single Logout
[Atac posibil]

Furnizor de servicii
compromis



e

Detectia euristica a atacurilor DoS
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Detectia euristica a atacurilor DoS
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Detectia euristica a atacurilor DoS
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Implementare
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Implementare
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icarea vuln

GSM

Vulnerabilitate

Denial of Service Attacks 8.2
Hijacking outgoing calls in networks with encryption disabled 6
Hijacking outgoing calls in networks with encryption enabled 6
Hijacking incoming calls in networks with encryption disabled 6
Hijacking incoming calls in networks with encryption enabled 6
De-registration Spoofing 5.8
Location Update Spoofing 5.8
Camping on a False BTS 5.6
User impersonation through eavesdropped authentication response 5.6
Passive Identity Caching 5.2
Encryption Suppression 5.2
Active ldentity Caching 5
Eavesdropping on User Data by Suppressing Encryption 5
Suppression of Encryption between Target User and True Network 5
Eavesdropping on User Data by Forcing the Use of a Compromised Key 5
User impersonation with compromised authentication vector 5
Compromised Cipher Key 4.8
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Atacuri DoS 1h GSM
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Raspunsul de preautentificare
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: =SSy - -1 $ V3
= H #SE o - e -
B iapeE ey & W3

& # & #
Gui G 7 S
8 - b =HSK  PDRTHPTR $HVEWXHY 4D :

(=
Sh




e

Cooperarea furnizorilor
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Difuzare securizata
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Retransmisia continutului
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Redistributia continutului

Stk NRT% PT[R =%\/\I%W%X%Y%Y[
(i (m &

[6)) G

u
T3 &

$3 ,

K

X 3

YBP, AW XE VIR _
Y[BP,4 i =k DIWpXE VIR

\BP,4 % HPDRTEXIWR -



Metrica de evaluare
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Tyrondeass = TS5k + Tce + Z Tx; + Tsend

i=1

N
Voo Z(Tski + Tce; + Tx; + Tsend,)

N N M N
Thier = Z Tsk, + Z Tce; + Z Tx; + Z Tsend,

i=1 i=1 i=1 i=1

Unde:

*T, — Timpul total necesar pentru a transmite toate instantele continutului
T, — Timpul necesar pentru a genera cheia de sesiune

T — Timpul necesar pentru a cripta continutul cu cheia de sesiune

T, — Timpul necesar pentru a general lacatul C sau pentru a cripta cheia de
sesiune cu cheia publica a receptorului (in cazul redistributiei)

*T...a — Timpul necesar pentru a transmite o instanta a continutului catre client
N — Numarul de instante ale continutului care trebuie transmise

*M — Numarul de clienti la care continutul trebuie transmis
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